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INDIAN COUNCIL OF AGRICI]LTURAL RESEARCH
KRISHI BIIAWAN: NEW DELHI

F. No. GAC-2 1-231202 l-CDN Dated:

ENDORSEMENT

Ministry of Electronics & Information Technology, Govt. of India, Electronics
Niketan, 6, C G O Complex, New Delhi has issued O.M. No.1(10)/20l7-CLES dated
4.3.2021 regarding implementation of Public Procurement (Preference to Make in
India) Order 2019 for Cyber Security Products. The above mentioned O.M. dated
4.3.2021 is being uploaded on the ICAR website www.icar.org.in e-office for
information and necessary action.

(Jitender Kumar Meena)
Under Secretary(GAC)

Distribution :-

I. Directors/ Project Directors ofall ICAR Institutes, National Research Centres/
Project Coordinators/Coordinated Research Projects /ATARls / Bureaux
for information and compliance.
2. All Officers/Sections at ICAR Krishi Bhawan/KAB - I & II/NASC
3. Seoetary (SS), CJSC, CSWCRTI, Dehradun.
4. Seoetary (SS), HJSC, ICAR.
5. ST.PPS to DG, ICAR/ PPS FA (DARE, PPS to SecTetaTy, ICAR
6. Media Unit for placing on the ICAR website.
7. Guard file/Spare copies

(6* March,2o21
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Fitc Nt.l {10Y101 7-CLE,S

Govorum*nt ef ltdir
Minfutry of f,lcttrouicr rnd lnftrnrtior Technology

Eleetonics ltliketan, New Delhi

Dated: 6e Decernber ?019

Norlsrcdrlw

Subicc* Pghlic Proclremt (Prefertmce to Mskc in Indir) Ordcr 2Ol9 fsr Clbcr
Scc&r*ty Productl

Rcfcreme: il Deprtment of Prosotion of Indrrtry & Intcrrrd Tredc (DPIIT)

l{otificrtion No. P.{5&Ir{!r}0r?*&E.II dstcd 15,ffi.2017 rnd rerircd

notilierti,ou P.fSttMS0t?-PryBG-II) drtad 2E 05'1818

it Mhktry of Ehctruule rnd lnf*rmrtfoin Tcchnolo6r {McitY} Notific*tiott
No r{r0[2ol?{LBS drtd 02"S?JSrt

The Goverunent has issuod Fublic Plwurcooront (Preferencc to Make in India) Order

Z0l7 vide the Deparment for Promotion of lduffiy and Intenral Tradc (nPlll) erstwhile

Deeetrner$ of Falicy Indus&isl and Pnxnotion (DffP) Notification No. P450?ln/2017-

B.E.-il datd 15.06.2017 and partialty modified order na No.P-450210/ZW7'PY{BE-II) was

issued on 28.05.2018 to encourage'Make in India"

Z, In furthcrence to the Public Procurerncnt (Merence to Make in India) Order 2017

notilied vide rcfcrence cited above, Minisry of Elcctronics and Informetion Technology

(Meity) notified public Prscu?smcnt (?refer*ncc to Make in India) Otdc No l(10)'/2017-

CLES &ted ^2.0?.20i8 it,r wyixr ser$ity produc*. Minisry of Electronics and Intbrmation

Technology (MeitY) hereby isqres rcvised Public Prccurernent (Preferonca to Make in

lndia) Order 2019 for cyber sccr,nity prodtrctr with immediate effect'

3. Drfiaition of Cyber $ccurity Product:

Fsr the purposq of this Notification, cybcr $ecurtty Product meall.s a product or appliance

or software msnufEctlred/pgodusd for thc purpose of protecting infbrrnation, equipment'

deviccs, tgmput€r, computsr lffotlrse! comnrunicatrion device and infonnation stored therein

from unauthorized access, Use, disclosure, disruption' modification or destruction' and als<:

for tlp pu{pose of cyber forensics and cyber incident rcsponss.

Far d*finjtions a{a{arementiowd teflfis, I$brm*ian Ycchnolagt Aa 2A00 moy be referrecl'

Indicetive carcgorics of cybcr security prodmts are givcn in Annexure l"

Page I of8
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"1. IlcGaltion of 'loed tupplicr' of doncsticrtly manufecturod/ produced Cyber

r Security Produetr

{.t For the purpCIse of &is NotiJication, the 'lotsl rupplier'is defined as folruws:

(A) A company incorpora*od amd regieered in Isdia ae governed by the apgrlicable Acr

(Companies Act, Ll,P Act, Partrprship Act crc.) or slartup rhat meet the definition &s

prescribed by DPIIT, Midsry of Commeree and Industry Govcrnmcnt of India under the

not"ificaliun S.S.R- 3u &) dsrd I te epril 20lE and recognizod under litarrup India

initiative of DPIIT. DPIIT h8 sirles revised the defrnition of startup vide C.S.R 127(E) datcd

t9s Fetrr.nry 20tg which is applicable in thic noti{iesrion"

AND

(B) RevEnue from the produc(s) in ttr kdia and revenrrc &om lntellectual Property (lp)
liceusing shall accnx to the sforasaid csrnpsny/Srrrrup in India" Thc entity claiming bene&ts

under the Fublic Pnocurement Hcr 2017 in addition to being an Indian registeredl

incorponutod entity, find supplyins produets should satisfy the condition* of Ip ownership as

under:

(BXi) Dsmcstically manufacturedlpmduead Cyher Sosurity pmduct rresr$ a pruduct, whose

intellecnxl ptCIpofiy is ourred by &e Indien Cornpnyl$tirtup (as defined above) such thst it
has rights tn:

(a) lse,.r:d cornmcrclslrzp without third party caBs€nts; alld
(b) llistribute; and
(c) ModiS,

(BXi, Products with multiple sub.components cac bc covcred undcr this notiiisation" 'trhe

minimum local content of cyber saeurity prnduct slrsll ordinarily be 607o of toral cost of the

pnrduct. fotal licensingroyalty fce p6ld by the manuf,acturcr to third party for such producr

shall not.excced 20% of thc total coct of the prroduct.

(Bxiii) The Indian Company/Shrtup shall denronssate ownerhip of intellecrual properry

associated with the producl inddition to Meolar*sapplicablc, if any. IP ownership righs
wouldrySto be ffibtartiatsd by@rxre proot suchas

(a) adeqdxe documcotation evidencing ownership oR (b) Ip rcgistrations.

Page 2 of 8
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(a) Resellers, De&ler!, Distrihrors, iroptremsntaionl cupport services agencies of products,

wlro have limircd rights to Ip to €uahlc mffiffi of righ* to use, disrributc and modig.

(b) Digitsl contcil't is not conai&rcd a pluct e.g. mdio, videos, c-books, computer based

training platfbrns otc.

5. Definition of donrstically dcvdopedmanufactudproduccd Cyber Security producr

and Indir.n C.mpu*y dl,.lii h qpplid in conjunction with conditions 3 and 4 nutlined above

and rcad.along with ttrc &foresfiid elrch$isn erimria to suppliers of products ta identifu. Inrlian

Product Company/Startup.

6. Producf Lirt

In firtherancc tCI this notificatiorL thc cybcr security @uct companies are required to

mmply with thc elause 3 ard 4 of thil nstification eod *otl poduce selfdccla:xion as pr
thr prescribed format grven in Anrexure II. Procurement agcncies/bodies are responsible lbr
technicd evaluation of the $ecudty produc(s) and its vslidation for compliarrce u/ith this

ordcr. Fffthormorc, C;BM witl cnlist ttw oecurity prudrrcts under the Head *Iloncctic Cyb*
recnrity Prudx**t on the OsM portal.

7" l'erifitrtian of 'loed rupplierf of domeEticdly manufecturcd/ prrduced Cyher
Security Pr,uJuee

a. The locat srylicr at tk time af tcrder, bidding or eolicitation *hnll provide selt-
doclaration that t&e item offcrcd x**CI{'$ the dcfinitisn of -local supplier' of domestically
developedlmanufacurd/produccd Cybcr Sccurity Products, as per para 4 above. Format of
self- certification is available in Anrextre II.

b' In;&m of pmcurcmcnt for a vahp in orccsc of Rs. l0 crorc, thc local rupplier shall
provide a certificatc fum ttrc $t*s$ory auclitor or co$t audiror of the company (in the casc of
compnies) that thc item offcred m€ets thc definition of 'local supplier' of domesticaly
numufactr'dl prodrccd cyber Sccrrity Froducts, as pff para4 above.

c. In case a ctmplaint is r€csiv€d by tbc procuriry &gercy or tlre con*emed Ministry/
Depaltnlar ageins tlrc claim of a biddcr rcssrdin* supty of domesrically rnanufacuredl
producei! Cyber $ecurity Pmdwt tlp s6nre shall be re1bgld to STeC, an agached o{Iice of
MeirY.

Page 3 of8
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e *- d. In tcrrns of clause 9(d) of PPP-MII Ner order no No.P4502t l2nAfi-PP(BE-lI) was

. issued cn 28.05.1018, the following commith is constihrtcd with the rnandats for

independent vcrificatiou of sclf-dccl*rations and auditafsiaccountrnr'$ csrtificates:

i. DG STeC Dircctorate -Chailperson
ii. Dircaor CLES Group _ Mernber
iii' Ary other mrmbeds) e$ co-sptd by tho cheirycrson - Mernber
iv. tliretor (Finaace), Mcity - Memb*r
v. Liru"r.rr, C-tlAU - Member
vi. L)irectsr, ST@ _ Convcser

e. The prodwt company/organiz,ation shall pruvitlc @h!ct detaitrs and such other relevant
infonna{ion ss may be rcquired to STQC for investig*tion and arralysis. The company shall
pravide inforrration within ore rmuth afier recciving commwricatio,n from srec,

f, In or,dcr to avoid &ivolous camplaint designed ta *renrash the prelerence given to local
suppli*' lt is proposcd to sbelrgttren ard nrakc acsomhblc thc cntirc complaint process.
Accodingly, a coctplaint fee of Rs.z lrkh or lYt of thc value of the domestically
manufufircd/produced Cyber Socwity Prodwt bciryprmlnd (uubjr*t to a msximurn of Rs.
5 Lakh),'whiclpver ic highsr, drdl b€ pdd by Dansd Dmft m be dryo$it$d wi*r $l-ec. In
casc, tht complaint is found to be incorrect, the complaint fee slral be forfcited. In case, the
complaint is upheld and formd to bc sub$anlially conoct, dcpoeited fee of the complainant
rryould h"rc3.'nrirrd wiiiruui a*y i$lcrest.

g' Falsc doclarations will be in bseach of the Codr of Intsgnty under Rule 175(iXiXh) of
thc Gensal Financial Rules for which a bidder or its successom can be dcbarred for up to tw.o
ye&rs 85 per Rule l5l (iii) of tk scrursl Financial H.ules along wi& sush orher actions es
may be ponrisrible undcr law.

8' F *v procurement proces$, thc procwing entity shall not specifu any m*ndarory
qualification criteria' any eligibility spcoifications or certificstion(s) isrued by any fi:reign
testinglsecurity lab(slanalyst rcvis$rs u&ich rcstrists eligibility of hdian cyber security
products es defined in rhis order.

9' The cybcr sccurity product$ n*tification shell *tro bo appticable to the dgmestically
dcvclopt'dlmanufactured/prodrced cykr security poducts covered in turnkeylsystem
interatirrn projects. In sueh cuios the pneference to domestically
dwclo@lmanufacturtd/produccd cybr secuity prCIducrs uaould be applicable only fbr the

Page 4 of I
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' valm of *yhcr srcurity produo't liruring pnrt of ttw u*mkeyi system-irtegraticn projecrs and

not on tlre vahn of tk whole project.

10. In casc of a doubt, whfihcr an itunr being W*fircd is a cyber mcurity pruduct to be

covered under the Public Prqcrrcment {I}rference to Make in lndia) Order 2019 ltx c1'her

sccurity troducts, the mafisr would be rrferred to tlrc Ministry of Elscftrnics and Inlirrmation

Tmluxrl,ig; fl-x siariii'*i*o [ar veiting tll* rc*riotive ond discriminsring tr,rms and

coaditio,rs against donrcstie rna*ufactures of cyber security p'roduets. a committet' is

constituted with the following composirion:

GC CI"ES Croup, MeitY
Rep R&D tCS), MeitY
Diresmr. e-Gov llivision. MeirY

&ep STQC
RspCEnT-la
Rep DSCI
egp CL$S Group, MSrrY

I I. The notific*tiron has two Anmtures - Annexure I: Indicative categories of Cyber securitl.
Producfi6"t{nnexr,rrc II: Forsrat for Self-k}aration regarding 'local supp}ier' fbr Cyber
Sssrrity.Frodueis.

t2. Th*l notiticelion oomss into effect irnmedi*telv.

R.u.Lu-'l-
, (ftllclb futrkbweri)

. scrierllirc&r& cro*pca-odlror(cybcrLrr*ie E-securiB):' TcL:0Il-2436tEI{

X*w lf*lh[, Ilrrd: Sf.lZ*eSII

CopSr to:,

Atl Minirtrie*,lDeprtrcats of Goveromeot of lndir
Clbioct Scelgtrirt
rfiio
ITITI Aryog
Joint $cerel*ry (DrPPI fi{emh*r{oovrnm*f sanding committet gf pnhlir
Procurement Ordcr2Ol?
Cgntroller md Audifor Ganrr*l of trmdin
AS&FA, Minirtry of Electronics end lnformltion Techaologi
Intcrnd Dictributiea

tE*lterk Mahe*hmri)
Senkrr DiEcctor & Gronp C*-*rdbrtor (Cybcr l,awn & E-$e*urig)

Tel"r $lI-2436t8t{

P*ge 5 cl'{t

- Chairperson

- Memtrer

- Mtmber
- Member
- Membsr
- Mernher

- Mern&ff C$nvenor

t.
7.
3.
4.
:r.

6.
1.
t.

6
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\ AnrcrqrcI

Indhlthm of ClUstriw& pruduct$

SI. No t*;;ffi
lr. Anti-Vinrs

2. End Point Security

3. Cloud Sccurjty

4_ Mobile Sccrrity

;

$yrtem trnformntion and Event Mffiogemenl

Identity ad Acc€s$ Management

Incident Resporxe Management

Enc$?tion / Cq@graphic Kcy Dimribtrrion

IoT Sccurity

?.

I
9.

t0. Fireluall / UTMI BII0S

Penc{ration Tcrting Simulations

OTP Oetctlray

Data Dcsfu€tim and Disposal

Cybcr Risk Asscssrncnt and Analysis / Risk Management

; ll.
I

,?,.

t3.

14.

t6.

t5. Dsk Rights il{magernent

Notrcrk &affic moilitoring cad Hc$m* Accces Consol

Wob Applieatiolr Security

Forcnsic Tools

Data Clsssification

17.

18.

r9.

Ea,&'

Page 6 of I
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Annexure ll

Formrt for $clf-Dechration regrdirg'bcal rupplier' for
Cyber Eecurity Prodtcts

Date:

This is to Certify that thc organeation registered as wilh

registration number do heleby solemnly affinn and declare as under:

-that 
rrye agre to abide by tlrc tcrms and corditions of the Notification issued by Ministr"v of

:*:'-:: 
* 

:**L::-:::: ::u" 
Governmen'[ of India no:

ThBt the informdion fumi$cd lgeinsft€r is corroct gld w urdmake to produce relevant

records before tbc pcuring cntity ar any otlm authority m nominatsd by the Ministry of

Electronics and lnformation Tcchnolo$l (McitY), Sovernment of tndia for the purposc of

estabtishlng onnerrtrip of thc Inellcctual Property RiSMIPR), lcgal existence and rcvenue

accrual, lbcnt co$ciit ft;:lc :ybcr emurity prducts mminated by the afortsaid organiration.

Thst all IPR which constitutc thc seid cyber security pduet has bcen verified by us and we

are rpsponsibls for the coneciness of the claims rnadc therein and we take complele

resporcitility of tlm same.

We agree rc maintain all infrrrration regording our clainn(s) for IPR ownership, lcgal

existence and revenue accrual, local contemt in &f organization's r6ord throughout the

sxisrence of the prodrrt axd dutl make this available for vsification to any authorities

specified by Governrnent of ldia-

In case'of any change in ttre IPR ovmership, Iegal *xistence and rsvenus accnral, local

content we will be accormtable to infirrm Ministry of Electroaics and Information

Technology, Governmenr of India wrthir sne weok or before applying fur any public

pfi)curcffient or txfore neferring this ordcr for taking a*y advantage which so ever occurs

firsr-

That in tl& event of the cyber wurity product mentio:red herein is fbund to bc incorrect and

not meeting ths prescribed mruls, bad on the assefsment of an authority so nominrted by

the McitY. Covernment of hdia ,lnd lrle urill be li*ble as trnder elauss 7 ($ cf Public

Procrrreu*nt (Fref.uencc to lr{cLs ir India} Msr 2019 &r cyber security produa.
Page 7 of I
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I
a.

i. Nanre atrd det&ils of tlp organi,earian *ornincting pCIduct undcr this order

(Rogistcrod Offlce, Msn$fscfidng unit lowtios. fi&ture of legal entity]

2 Endq'Regi*;*m Crrtificmc number

L Type of regisrarion

3. Date on which thie c€rtificss is issued

4. of Royalty&ie*se fcc to bc paid to other enrity with respect to
estimated cost of the product

5. Name and coutaot deails of thc unit of thc mantrfacturer

For asd on bctrElf oL (N*nte of firs/€m$ty)

l$tknize sigr:t+ry {Io be &rry aufuriat by rtc Bo*d of Direcrors)

<Inserr Nanrc. Derigpation md Con&ctNs. ad d*r>

9
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